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	Subject:
	GCSE Computing
	Year
	11 
	Ability 
	Mixed


Link to specification
	Topics
	Threats to Networks (HT1)
	Programming (HT 1)
	Operating systems (HT1)
	Legal (HT2)
	Algorithms (HT3)
	Reteach (Until end)

	Topic
	1.4.1 Threats to computer systems and networks
1.4.2 Identifying and preventing vulnerabilities
	2.3.1 Defensive design
2.3.2 Testing
2.2.3 Additional programming techniques
	1.5.1 Operating systems
1.5.2 Utility software
	1.6.1 Ethical, legal, cultural, and environmental impact
	2.1.3 Searching and sorting algorithms
	Reteach

	Topic overview

Pupils will learn…

	…various threats faced by computer systems, how to identify these threats and how to prevent vulnerabilities from impacting on the working of the systems.
	…to do some more practical programming, increasing their knowledge of IDEs and basic programming techniques.
	…study the purpose and functionality of operating systems.
	… the impacts of digital technology on wider society including how legislation can be used to outlaw some activities.
	… some common algorithms so that they can see how they work and know how to use them in their own programs.
	Time to review all the topics, looking at past topic and module tests to focus on weaknesses of groups and individual students.

	Components



	Students will look at the threats posed by:
· Malware
· Social engineering
· Brute-force attacks
· Denial of service attacks
· Data interception and theft
· SQL injection

And how to prevent these by using:
· Penetration testing
· Anti-malware software
· Firewalls
· User access levels
· Passwords
· Encryption
· Physical security

So that they are able to use networks and computer systems safely and securely.
	Students will learn how to make their programs able to deal with all data a user may provide including invalid data.

Students will learn how to authenticate users of their programs so that they can control who has access to their program / certain features of their programs.

Students will learn how to use sub programs so that they can write efficient and maintainable code. 

Students will learn how to manipulate string using common commands so that they can write programs that effectively and efficiently can use strings.
They will learn how to write programs that can open, read, and write data from files so that students can create programs that have access to permanent storage facilities.

Students will learn how to create pseudo random numbers in code so that they can write programs which use random numbers for example to make random moves by a computer player.
Students will write programs which interface with a database using SQL so that they can have the advantages of a DBMS handling any complex data their program needs to be able to use.
Students will write programs that use a variety of functions and variables so that they can write effective and efficient code using local and global variables, constants, and arrays.
	Students study the user interface provided by an operating system so that they can recognise the advantages and disadvantages of different user interfaces.
Students study memory management and multitasking so that they can understand how computers work and how multitasking is enabled by modern operating systems.
Students study how the operating system manages peripherals, users and files so that they can appreciate the need to different user access rights, security settings etc to safely manage modern computer systems.

Students will be aware of how operating systems allows users to name files, create folders, move files between folders and save their files allowing students to become more skilful users of computer systems.

	Students look at how technology impacts:
· Ethical issues
· Legal issues 
· Cultural issues
· Environmental issues
· Privacy issues
So that they can discuss issues related to the impact of technology in these areas.

Students will study legislation relevant to computer science so that they can discuss the legislation including why it is needed.
	Students study binary and linear search algorithms and learn the pre-requisites of the algorithms so that students can appreciate the differences between the two and when they can both be used.

Students study three sorting algorithms (bubble, merge, and insertion) so that they can identify the algorithms and understand how the algorithms can be used in their own programs.
	

	What pupils should already know
(prior learning components)


	Differences between LANS and WANS
That the internet is an example of a WAN (Y10).

How networks work including advantages of using networks (Y10).
	How to use the IDE for a text-based language (Y10).

How to write code that includes iteration, sequence and selection (Y10).

How to debug simple errors (Y10).

	How to use different computer systems using a variety of operating systems (KS3).

How to use different programs including utility programs (KS2-3, Own experiences).
	The difference between ethics and legality (KS3 Religious studies).

The ability to categorise into social, economic and environmental (KS3 Religious studies, KS3 Geography).

The understanding of how natural resources are exploited by humans and the impact of this on the environment (KS3 Geography). 
	How programs use iteration, sequencing and selection to control program flow (Y10).

The concept of algorithms (KS3, Y10).

The advantages and disadvantages of getting computers to perform tasks for humans (KS3, Y10).
	

	Transferrable knowledge (skills)



	Understanding various threats and how these can be mitigated allows students to consider other problems they may face in an analogous way.
	The ability to decompose a problem etc
	Knowing how different operating systems have been developed will allow students to realise how technology has changed over the years and how different systems can be developed to use different resources and allow a greater variety of users.
	Knowing how legislation has been used to control 
	Awareness that storing data in unsuitable formats leads to inefficient algorithms having to be used to search the data.

That designing algorithms that can use multiple cores can lead to greater performance using modern processors.
	

	Key vocabulary pupil will know and learn


	Malware, penetration, mitigated, physical, DoS, firewall, router, 
	SQL, DMBS, variable, constant, concatenation, slicing,
	Access rights, multitasking, management, user interface
	Software, licences, open source, proprietary, patents, legislation
	Insertion, merge, bubble, binary, linear, pre-requisites, algorithm
	

	Assessment activities



	Short Module test done at the end of the module. 20 marks done in the lesson.[xxxx]

Topic Test – longer test sat in line with school policy at the end of a term covering modules completed up to that point.

	Short Module test done at the end of the module. 20 marks done in the lesson.[xxxx]

Topic Test – longer test sat in line with school policy at the end of a term covering modules completed up to that point.

Practical programming challenges from the book with extension tasks written in house.
	Short Module test done at the end of the module. 20 marks done in the lesson.[xxxx]

Topic Test – longer test sat in line with school policy at the end of a term covering modules completed up to that point.
	Short Module test done at the end of the module. 20 marks done in the lesson.[xxxx]

Topic Test – longer test sat in line with school policy at the end of a term covering modules completed up to that point.
	Short Module test done at the end of the module. 20 marks done in the lesson.[xxxx]

Topic Test – longer test sat in line with school policy at the end of a term covering modules completed up to that point.
	

	Resources available



	PowerPoints from PG Online Units [S:\Computing\GCSE\PG Online Resources]
Staff shared area [S:\Computing\GCSE]

	PowerPoints from PG Online Units [S:\Computing\GCSE\PG Online Resources]
Staff shared area [S:\Computing\GCSE]

Programming Challenges

	PowerPoints from PG Online Units [S:\Computing\GCSE\PG Online Resources]
Staff shared area [S:\Computing\GCSE]

Code Combat [Free teacher account needed see previous note]

	PowerPoints from PG Online Units [S:\Computing\GCSE\PG Online Resources]
Staff shared area [S:\Computing\GCSE]


	PowerPoints from PG Online Units [S:\Computing\GCSE\PG Online Resources]
Staff shared area [S:\Computing\GCSE]


	

	Notes

Why this topic is important…

	Networks pay a pivotal role in today’s society and an understanding of the threats to networks and how to mitigate these threats will allow students to use networks safely and appropriately in their own lives.

Studying network threats here allows students to recap on their knowledge of networks and think about the affect of computers on society ready for the topic on ethics and the law.
	Studying defensive design and how to test programs allows students to understand the importance of writing easy to main code that can be shown ot work in all situations. This is important when we look at common algorithms later on in the course. 

It is important to study more coding here as it allows students to learn the pseudocode syntax that they will need for their second paper.
	Knowing how different operating system work allows students to be able to recognise when distinct types of operating system are most appropriated for the system they are using, creating, and specifying for others to purchase / use.

Studying operating systems here allows students to revisit the types of systems seen earlier on in the course and consider how these systems are different and similar to the general-purpose systems they are more familiar with.
	Students need to know the kinds of legal problems they are likely to face during their careers and be able to understand the legal implications of their actions.
The understanding of how natural resources are exploited by humans and the impact of this on the environment. 

Studying the environmental, legal and ethical impacts of the use of computers here allows students to link the knowledge to different elements of the course (e.g. embedded systems, networks) and so gain a holistic overview of computing towards the end of the course.
	Searching and sorting are two of the most important jobs computers can perform. Understanding some of the more common and simple to understand algorithms allows students to appreciate the thought that has gone into computing algorithms over the years.

Studying well-known algorithms here allows students to link their own knowledge of designing and testing programs to the well-tested algorithms mentioned in the course.
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