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Share Multi Academy Trust
Curriculum Planning Template

	Subject:
	Computing
	Year
	9
	Ability   All
	



	Term / Date(s)
	Half term 1 /2
	Half term 2/3
	Half term 3/4
	Half term 4/5

	Topic
	Unit 1: Python Programming
	Unit 2: Data Science
	Unit 3: Representing media
	Unit 4: Cyber Security

	Topic overview

Students will learn…

	How to use a text-based programming language using Python. 

How to tackle common misconceptions.
	How to use data to investigate problems and gain an understanding of how visualising data can help identify patterns and trends.


	How media is stored in binary code and how to manipulate digital media 

How the principles of data representation are applied in real settings.
	Techniques that cybercriminals use to steal data, disrupt systems and infiltrate networks.

How to protect against these attacks.

	Components



	Students will:
· Know the difference between algorithms and programs in order to build an understanding of what it means to express instructions in a formal language and how these instructions can eventually be executed by a machine.
· Learn how to display messages, assign values to variables and receive keyboard input in order to write simple Python programs and familiarise themselves with a text-based programming language compared to a block based one.
· Develop an understanding of common misconceptions and errors in code in order to create simple error free programs
· Learn how to create simple arithmetic expressions in assignment statements in order to calculate values and receive input from the keyboard.
· Use relational operators in order to form logical expressions
· Use binary selection in order to control the flow of program execution
· Generate and use random integers in order to investigate program output
	Students will 
· define data science in order to understand what the unit is all about
· learn about visualising data in order to help us provide insights that raw data may not.

· learn how ever-improving advances in technology have made it more feasible to collect, store and analyse much larger data sets in order to investigate global data sets make predictions and use, visualisations to prove or disprove their predictions.

· Investigate and understand anomalies and outliers in order to analyse data

· Be introduced to the investigative cycle PPDAC: Problem, plan, data, analyse, conclusion and develop their understanding of the cycle in order to complete a project that will work through these steps and also encourage them to think about what can be learnt from data.

	Students will 
· Learn how digital pictures are formed out of individual pixels with colours being represented by a sequence of binary digits in order to understand how digital media is stored 

· Learn how colour can be represented by a mixture of red, green or blue and binary digits represent the intensity of each colour in order to understand how different colours are stored.

· Learn how to compute the representation size of digital images in order to understand how image quality affects storage sizes

· Use Gimp to perform a range of image editing functions in order to understand image manipulation
· Be introduced to alternative representations for images such as vector graphics in order to learn differences in storage size, quality and manipulation for different representations
· Learn basic concepts of analogue to digital conversion of sound, samples, sampling rate and sample size in order to understand how sound is captured, digitised and manipulated.
	Students will 
· Explain the difference between data and information and explore what data companies collect in order to find out how what happens to data entered online

· Be introduced to the law regarding data protection in order to reflect on why cyber criminals might want to gain access to data.

· Investigate common social engineering tactics used by cyber criminals to steal data in order to understand how these attacks impact users 

· Explore the concept of hacking and the techniques used to hack in order to understand the problems caused by hacking to computer systems

· Learn about the Computer Misuse Act in order to understand the consequences of hacking

· Learn about the different categories of malware and be introduced to web bots and what tasks they perform on the internet in order to understand how these affect computer systems.

· Develop an understanding of the risks that cyber threats pose to a network and explore the common methods of defending a network against attacks in order to learn the methods used by network managers to reduce risk of such attacks



	What pupils should already know
(prior learning components)


	Students should have some knowledge of graphics programming using LOGO or SCRATCH (block-based languages) to:
· How numbers can be represented in binary (Yr 7)
· Control a turtle (Yr 7)
· Edit, create and call sub-routines (Yr 7)
· Add For…next loops (Yr 7)
· Can use conditional statements (Yr 8)
· Can use variables (Yr 8)
· Sequencing (Yr 8)

	Data Handling:
· Use of spreadsheets (Yr 7)
· Formatting cells (Yr 8)
· Databases  - use queries to search for specific information (Yr 8)
	Bitmap and vector graphics:
· Know the difference between bitmap and vector graphics (Yr 7)
· Understand the use of RGB values for colours (Yr 8)
· Convert between binary and denary numbers (Yr 7)


	· E-safety unit on dangers online and how to keep safe. (Yr 7)


	Transferrable knowledge (skills)



	This unit will provide skills in creating and understanding algorithms, writing programs that involve different data types, operators, constants and variables and strings.

This is fundamental to the GCSE Computer Science Paper 2 on Computational thinking, programs and algorithms

	This unit will provide skills in using and understanding the project life cycle and creating project plans. These skills are used in Component 1 – Exploring User Interfaces and project planning techniques in BTEC DIT 
The skills of collecting and processing data from different sources, importing this data into spreadsheets and drawing conclusions from that data. Are used in Component 2 – Collecting, presenting and Interpreting data of the BTEC DIT

	This unit provides knowledge in data representation, memory and storage which are assessed in GCSE Computer Science Paper 1 – Computer Systems
	This unit provides knowledge in cyber security and the legal and ethical concerns of social engineering and hacking.

This knowledge is used in GCSE Computer Science Paper 1 – Computer Systems and BTEC DIT Component 3 – Aim B and C – Cyber Security and implications for the wider world.

	Key vocabulary pupil will know and learn


	Algorithm, program, programming language, program translation and execution, interpreter, programming environment, input, output, variables, assignment, operators, expressions, integer, string, logical expressions, randomness, iteration, conditions, walk-through.
	Data science, visualisation, correlation, outliers, PPDAC, investigative cycle, data capture, data source, analysis, data cleansing.
	Digital image, binary image representation, picture elements, pixels, resolution, colour depth, bitmap, raster images, colour depth, RGB colour, representation size, compression, image editing functions, sound, waves, microphone, speaker, analogue, digital, sampling rate, sample size, digital sound representation, trade-offs, channels, vector graphics, MIDI sound.
	Data, information, cybersecurity, cybercriminals, profiling, user behaviour, privacy policies, data protection, malware, ransomware, phishing, blagging, shouldering, name, generator attack, scam, cyberthreats, hacking, ethical hacking, penetration testing, brute force attacks, script kiddies, DoS (Denial of service), Computer Misuse Act (1990), viruses, trojans, worms, adware, spyware, bots, botnet, firewall, end-user authentication, biometrics, two-factor authentication, CAPTCHA

	Assessment activities



	Formative
A series of worksheets and practical problems used to assess understanding each lesson:
(See list of topics below)

Summative
This is a multiple-choice diagnostic assessment (30 marks) on Teams that tests Unit 1 knowledge and skills in the following areas:
What are algorithms and programs?
Writing simple programs 
Locating and correcting common syntax errors
Use simple arithmetic expressions in assignment statements to calculate values.
Use binary selection in programs
Use random numbers
Use multi-branch selection in programs.
Use iteration in programs
Combining iteration and selection in programs

	Formative:
The students complete a mini project covering the investigative cycle for the last three lessons and this is assessed using the assessment rubric document
· Problem (3 marks)
· Plan (3 marks)
· Data (3 marks)
· Analysis(3 marks)
· Conclusions 3 marks)
Summative
This is a multiple-choice diagnostic assessment on Teams that tests Unit 2 knowledge in the following areas: 
Define data science, correlation, outliers
Visualising data and looking for patterns and trends
Recognise Big data
Investigate predictions
Investigative cycle
Data capture forms
Data cleansing
Analyse visualisations an draw conclusions.

	Formative
A series of worksheets and practical problems used to assess understanding each lesson:
(See list of topics below)

Summative
This is a multiple-choice diagnostic assessment on Teams that tests both Unit 3 knowledge in the following areas:
Conversion between binary, denary and hexadecimal numbers
How digital media is stored on computer systems.
Numbers represented in RGB
How RGB representations create different strengths of colour.
Calculating image size and resolution
Bitmap vs Vector graphics
How sound is converted to digital system and calculating sample rates

	Formative
A series of worksheets and practical problems used to assess understanding each lesson which cover the following topics:
Data vs Information
Data Protection Act
Computer Misuse Act
Hacking
Social Engineering
Malware
Use of web-bots
Attacking individual computer systems vs networks and ways to prevent this

Summative
This end of year assessment will be in two parts:
1) Multiple-choice assessment on Teams covering all units (50 marks)
2) Assessed piece of work involving all units and based around a problem-solving project. (50 marks)

	Resources available



	Shared area lesson resources
S:\Computing\Year 9\Unit 1 – Python

Software
MU editor
	Shared area lesson resources
S:\Computing\Year 9\Unit 3 - Data Science 

Online Software
datawrapper.de
gapminder.org/tools
ncce.io/ds3a3
codap.concord.org

	Shared area lesson resources
S:\Computing\Year 9\Unit 4 - Audio Visual

Software
GIMP
Audacity

	Shared area lesson resources
S:\Computing\Year 9\Unit 5 - Cyber Security

Online resources
ncce.io/snapchatprivacy
ncce.io/instagramprivacy
ncce.io/googleprivacy
ncce.io/facebookprivacy
ncce.io/Rockstar
ncce.io/fakebook
threatmap.checkpoint.com.
ncce.io/cybercareers






	Notes

Why this topic is important…

	Computer Science is fundamentally about solving problems and decomposition. It is the principle of making technology work by finding the most efficient and effective solutions. 

Central to that is being able to use and create programs to solve these problems.

As students learn the different aspects of programming, they will be challenged to problem solve at every opportunity and to fully understand misconceptions and how to recognise for themselves syntax errors in programs which are key skills revisited in the future in units 2 and 3 and also in GCSE Computer Science paper 2 – Computational thinking, 


	Having introduced the importance of problem solving and deconstructing a problem in the previous unit, this unit builds on problem solving by introducing the investigative life cycle which provides students with the scaffolding to complete a project in an organised and logical way. 

It also provides students with the opportunity to learn the skills to collect and analyse their own data and present this visually for non-specialist to understand the conclusions. 

Students will learn the skills to interpret different forms of data and be able to express opinions and make recommendations and conclusions based on their own results which are fundamental skills needed moving forward into BTEC DIT and other subject areas
	This unit provides students with further skills and knowledge required to understand computer systems, namely, how a computer system stores data and manipulates this. In this case we focus on digital media and image representation. 

Students investigate what digital representation is appropriate in given situations and with possible restrictions to hardware and software. 

These skills directly link to the understanding of the CPU, the fetch-execute cycle, memory, secondary storage which is another fundamental area of knowledge needed in Computer Science.


	This unit is arguably important for anyone using digital devices online and via networks as it explains how systems and individual devices can be threatened and how data can be both stolen and manipulated for criminal or malicious reasons. 

This unit builds on knowledge learnt in the previous units by showing how programs, data and digital media can be affected by cyber-criminals and social engineering.

It gives students a good understanding of how hacking occurs, what social engineering is all about and how easily you can be a victim of this.

You also learn a basic understanding of malware and how it has affected systems cross the world.

Finally, you learn how to prevent and protect your devices and systems from these attacks and what to do if you are cyber attacked.
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